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Thatcham Research 

Ratings Theft of Vehicles by  

1. Relay Attack 
2. Electronic compromise   

PERSONAL 

COMPUTING 

In the video footage released by 

the West Midlands Police (posted 

by the BBC) it can be clearly seen 

that the gang members do not 

have to enter the premises to use 

the vehicles legitimate key to 

steal the vehicle.   

SOLUTIONS 

AGAINST VEHICLE 

CRIME 

Thatcham Research the UK 

insurance test house today 

launched its new Security Rating. 

It has rated passenger cars into 

new categories: 

• Superior 

• Basic 

• Poor 

• Unacceptable 

 The Ratings 

Thatcham Research has been conducting security 
assessments for insurers on all new and facelifted models 
launched into the UK since the early 1990s. 

Thatcham states this is the first time that it has released the 
outcomes of its assessments publicly and created a rating 
system for consumers. 

Thatcham Research technicians conduct a series of tests, 
ranging from timed ‘brute-force’ attacks on locks and access 
points, to tests that identify digital vulnerabilities, namely 
whether the keyless system is susceptible to the Relay Attack 
or the On-Board Diagnostic (OBD) Port allows blank keys to 
be coded 

The relay tool equipment used by the criminals started out as large 

and ‘’home made’’ with the biggest obstacle being electrical power. 

But as manufacturers in Eastern European started to mass produce 

these tools and other products (OBD key programmers) the size, 

cost and quality changed dramatically. This allowed the equipment 

to be used by Organised Crime Gangs (OCG’s) who could conceal 

the equipment easily and use it knowing that 99 time out of a 100 it 

would work. 

With the advent of equipment now being produced in China the 

equipment has become cheaper again making it far easier to 

acquire. 

Some vehicle manufacturers are working on countermeasures to 

safeguard their vehicles, but until they are able to introduce them 

the aftermarket industry can assist with additional or other solutions. 

Source: Thatcham 

Organised Criminals Exploring  
Opportunities. Possible increases in 

fraud 

 

Author: M Briggs 

http://www.bbc.co.uk/news/av/uk-42132804/relay-crime-theft-caught-on-camera

